NHP®OPMALIMOHHAS ITAMATKA
JJISA OBYYAIOIIINXCSA

C KaXAbIM T'O/I0M MOJIOAEKH B MHTEPHETE CTAHOBUTHCS OOJIbILIE, @ IIKOJIBHUKU OJHU U3
CaMbIX AaKTUBHBIX IOJlb30Barenel PyHera. Mexay TeM, IOMHUMO OIPOMHOIO KOJUYECTBa
BO3MOYKHOCTEH, MHTEPHET HeceT U MpoOisieMbl. DTa MaMsATKa JOJDKHA ITOMOYb Tebe OGe30I1acHo
HaxXOJUTHCS B CETH.

KomnbrorepHbie BUpychl

KomnproTepHbiil BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTPAMM, OTIIMYUTEIBHOU
OCOOCHHOCTBIO KOTOPOHM SIBIISETCS CIIOCOOHOCTh K Pa3MHOKCHHUIO. B JOTONHEHHE K 3TOMY,
BUPYChl MOTYT TIOBPEAWTh WM TOJTHOCTBIO YHHUYTOXUTh BCe (Qailibl uU JaHHBIE,
MOJAKOHTPOJIBHBIEC TI0JIB30BATEII0, OT UMEHH KOTOPOTro Oblja 3amylleHa 3apakeHHas Iporpamma,
a TaKkXKe MOBPEAHUTh WIA JaKE YHUYTOXXHTH OINCPAIMOHHYIO CHUCTEMY CO BceMH (aiimamu B
1esoM. B 60NbIIMHCTBE CllydyaeB pacipoCTPAHSIIOTCA BUPYCHI Uepe3 HHTEPHET.

MeTo/1bl 3aIKThI OT BPEIOHOCHBIX TPOTrPaMM:

1. Mcnonp3yii COBpEMEHHbIE ONEPALMOHHBIE CHCTEMbI, UMEIOIIHUE CEpPbE3HbII ypPOBEHb
3alIUThI OT BPEJAOHOCHBIX MTPOTPAMM;

2. TlocrossHHO ycTaHaBnuBail mautu (UM(POBBIE 3alJIaTKU, KOTOPbIE ABTOMATHUYECKU
YCTAaHABIIMBAIOTCSA C IEJBI0  JOPaOOTKM TMPOTrpaMMbl) U JpYyrHe OOHOBJICHUS CBOCH
omeparoHHON cucTeMbl. CKauuBail UX TOJIBKO ¢ ouIMaibHOTO caita paspadorunka OC. Ecinu
CYILIECTBYET PEKUM aBTOMATHYECKOTO OOHOBJICHUS, BKJIIOYH €T0;

3. PabGoraii Ha cBOEM KOMITbIOTEpE O] MpaBaMU IOJIH30BATENsA, @ HE aJMHHHUCTpATOpa.
DTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTrpaMM HMHCTATUPOBATHCS HAa TBOEM
MepCOHAILHOM KOMIIBIOTEPE;

4. Ucnonws3yit aHTUBUPYCHBIE NMPOTPAMMHBIC MPOIYKTHI W3BECTHBIX MPOU3BOAUTENEH, C
aBTOMATHYCCKUM OOHOBJICHUEM 0a3;

5. Orpanndb GU3MUECKHUI TOCTYI K KOMITBIOTEPY AJIS TOCTOPOHHUX JIUII,

6. Ucnonp3yii BHENIHWE HOCUTENU WH(GOpMaLWU, Takue Kak (remka, AUCK win Qailn u3
WHTEPHETA, TOJBKO U3 MPOBEPEHHBIX HCTOUYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEpHBIE (haliiIbl, TOMyUYEHHBIC U3 HEHAICKHBIX ICTOUHUKOB. J[axe
Te (ailsibl, KOTOPbIE MPUCIAT TBOW 3HAKOMBIN. Jlyullle yTouHM y Hero, OTIpaBJIsl JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 370 He BU/ Mepeadn JaHHBIX, HE TEXHOJOTHsI, a BCETO JIMIIL OpeH 1, Mapka. Emie B
1991 rony Hupaepnanjackas kommnanus 3apeructpupoBasia Opern "WECA", yto o0o3Hauano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "GecrpoBOIHast TOYHOCTH'".

Jlo Hamiero BpeMeHM Jolula Jpyras abOpeBuarypa, KOTOpas SIBISETCS TakoW ke
TexHojorueil. 3to abOpesuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO 1TaHO C HAMEKOM Ha CTaHAApT
BhIcuIel 3ByKkoBoi TexHUKH Hi-Fi, uTo B mepeBoie 03Ha4yaeT "BbICOKasi TOYHOCTH'.

Jla, OecrulaTHBI WHTEPHET-IOCTYN B Kade, OTEeNsX M ad’poroprax SBISIETCS OTINYHOM
BO3MOXKHOCTBIO BbIXO/1a B MHTepHET. Ho MHOTHE SKCIepThl CUUTAIOT, UYTO 00meaocTynHbe Wi-
Fi cetu He sBNsAIOTCA O€30MaCHBIMHU.

CogeTsl 110 O€30MaCHOCTH pabOTHI B 00LIETOCTYHBIX ceTsix Wi-fi:

1. He mnepenaBail cBoro auuHyro uHpopmanuio uepe3 obmenoctynueie Wi-Fi ceru.
Paboras B HuX, ’KenaTe’abHO HE BBOAUTH MAPOJIH JOCTYIIA, IOTHHBI U KaKHe-TO HOMEpa;

2. Ucnonb3yih 1 OOHOBISAN aHTUBUPYCHBIE MPOrpaMMbl U OpaHamayep. TeM caMbIM Tbl
o0e3omacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

3. Tlpu wucnonws3oBanmu Wi-Fi otkmoun ¢dynknuio "OOmmit moctynm Kk (aitiam wu
npuntepam". JlaHHasg (yHKIMS 3aKpbITa MO YMOJYaHUIO, OJHAKO HEKOTOpBIE MOJIb30BATENN



AaKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B padoTe uiu yueoe;

4. He ucnonp3yit nyomuunsii WI-FI qms mepemaun TWYHBIX J@HHBIX, HAapUMep IS
BBIX0/Ia B COIIMAJIBHBIC CETH UJIHM B AJIEKTPOHHYIO MOYTY;

5. Ucnonb3yit Tosbko 3amuineHHoe coenuHenue yepe3 HTTPS, a we HTTP, t.e. npu
Habope BeO-anpeca BBoau uMeHHO "https:/";

6. B moOunsHOM Tenedone otkimoun ¢pyakuuo "Tloakmouenue k Wi-Fi aBromatnyecku.
He nomyckaii aBToMaTn4eckoro nmoAKII0ueHus ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

COIIl/Ia.J'IbeIe ceTHn

ConuasibHble CETH AaKTUBHO BXOJAT B Hally JKU3Hb, MHOTHE JIIOAM PabOTAIOT U KUBYT TaM
HOCTOIHHO, a B Facebook yxe 3apermctpupoBaH MUILIHAp], YEJIOBEK, YTO SIBISETCS OIHOM
CeIbMOM BCEX JKUTENIEH IIaHeThl. MHOTHE MOJb30BATEIM HE MOHUMAIOT, 4TO WH(pOpMauus,
pasMelleHHas UMH B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJIeHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJIE€ HE 0053aTEIbHO ¢ OJJarMMH HAMEPEHUSIMH.

OcHOBHbBIE COBETHI 10 O€30MaCHOCTH B COLMAIBHBIX CETAX:

1. Orpannup cnumcok apys3eil. Y TeOs B Apy3bsiX HE JOJDKHO OBbITh CIIy4allHBIX U
HE3HAKOMBIX JIIOZCH;

2. 3ammmail cBOI0 4acTHYIO Xu3Hb. He ykasbpiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JPYTYyK JUYHYI0O HMHGOpMalMoo. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh Jaxe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIN IUIAHUPYETE MPOBECTH KAaHUKYJIBL;

3. 3ammiail cBOIO peryTaLuio - JAEpKU €€ B YUCTOTE U 3ajiaBail cebe BOIPOC: XOTel Obl
TBI, YTOOBI IPYTHE TOJIH30BATENN BUACIH, YTO ThI 3arpyxaemns? [lomymaii, mpexae 4eM 4To-To
OIy0JIMKOBATh, HAIIUCATD U 3arPy3UTh;

4. Eciiu Thl TOBOPHILB C JIFOAbMH, KOTOPBIX HE 3HACIllb, HE HCIOIb3yH CBOE peaIbHOE UMS
U JIpYTYIO0 JINYHYIO MH(OpMAIK: UM, MECTO KHUTEIbCTBA, MECTO yUeObl U IIpoUee;

5. N306erait pasmemenus pororpaduii B IuTepHere, rae Tel n300paxeH Ha MECTHOCTH, TIO
KOTOPOH MOXHO OIIPENEIUTh TBOE MECTOINOJIOKEHHUE;

6. Ilpu peructpanuu B COIMAIBbHON CETH HEOOXOAMMO MCIIONIb30BaTh CIOXHBIE MapoJI,
cocTosure u3 OykB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. ns comumanbHOM CETH, MOYTHI U JIPYTrUX CAUTOB HEOOXOJMMO HCIOJIH30BATh pPa3HBIC
naposu. Toraa ecnu Te0s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKU MOIy4YaT JTOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHbIE 1eHbIH

DNEeKTPOHHBIE NIEHBI'M - 3TO OYEHb YAOOHBIM CHOCOO MIIaTeXeW, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIH.

DNEeKTPOHHbIE JEHBIUW MOSBHIMCH COBCEM HEAABHO M MMEHHO M3-32 3TOI0 BO MHOTHMX
rocyapcTBax /10 CUX IOP HE IPONUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, /1€ UX Pa3JIeNsIIoT
Ha HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HuIla B TOM, UTO aHOHMMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MPOBOAUTH omepauuu 0e3 uIeHTUUKALWK T[O0Jb30BaTeNns, a B
HEaHOHMMHBIX MJIEHTH(UKALKS TOJIb30BATENS ABISETCS 0053aTENBHOM.

Taxxe crnenyer pa3nuyarh AJIEKTPOHHBbIE (PUATHBIE AEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHBIM (HE paBHBI TOCYAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 110 0€301MacHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. TlpuBspku K cueTy MOOMIIBHBIN TenedoH. DTO caMblif yJOOHBIH M OBICTPBINA CIIOCOO
BOCCTAHOBUTH JOCTYHn K cueTy. l[lpuBs3aHHBI TenedoH MOMOXET, eciau 3al0yaeurs CBOU
IUTATEXKHBINA NTApOJIb UIIU 3aiICIIb HA CAliT C HE3HAKOMOI'O YCTPONUCTBA;

2. Vcnone3yii ogHOpa3zoBeie mapoiu. [locie mepexoa Ha yCUIIEHHYIO aBTOPHU3AIMIO TeOe
y’Ke He OyZeT yrpokaTh OMAaCHOCTh KPa)kKH WM TIepexBaTa IIaTeKHOTo IMapoJis;



3. BeiOepu cnoxHblit napons. [Ipectynaukam OyIeT HE MPOCTO YraaaTh CIOXKHBIN MapoJb.
HanexHble maponu - 3T0 Mapoju, KOTOpbIE COAEpKaT HE MEHee 8 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIC U TIPONHUCHBIC OYKBBI, HU(PPHI U HECKOJIBKO CHMBOJIOB, TaKME KaK 3HAaK J0JuIapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.1. Hammpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE J1I0BEPSIEILb.

9.]'IeKTp0HHaH mo4dra

DnEeKTpOHHAs 0oYTa - 3TO TEXHOJIOTUS U IPEJOCTABISEMBbIE €10 YCIYIU 10 MEPECHUIKE U
MOJIYUYEHUIO JJIEKTPOHHBIX COOOLICHH, KOTOpBIE pACIpeAeNsioTCs B KOMIIBIOTEPHOH CETH.
OO6b1yHO AJIEKTPOHHBIN IIOYTOBBIN SIILUK BBITJISIAUT CJIEIYIOLUM oOpa3zom:
UMs_TIOJIb30BaTeNA(@UMs_JIoMeHa. Takke KpoMme Tepeladyd TMpPOCTOro TEKCTa, HMeeTCs
BO3MOXKHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ AIMEKTPOHHON TOYTOM:

1. Hamo BBIOpaTh MpaBWIIBHBIM MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrPOMHBIA BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJJHAKO JIyUIlle OBEPATh TE€M, KOTO 3HACIIb M KTO MEPBHIN B
peuTHHrE;

2. He yka3piBail B JMYHON moure JW4yHyt0 uHopMmaruio. Hampumep, mydine BbIOpaTh
"My3bIKaIbHBIN _(aHaT@" nan "pokx2013" BMecTo "Temal3";

3. Hcnonb3yil ABYX3TAHYIO aBTOPU3ALMIO. JTO KOrJa MOMUMO MApOoJisl HY)KHO BBOJIUTH
KO/, IpUChIIaeMbIi 1o SMS;

4. BoiObepu cioxHBIA maponb. s KaKIOro IMOYTOBOTO SINHMKA JOJKEH OBbITh CBOM
HaJCKHBIHM, YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecau ecTp BO3MOMKHOCTh HAalMCATh CaMOMY CBOW JIMYHBIM BONIPOC, UCIOJIB3YH 3TY
BO3MO>KHOCTb;

6. Hcnonp3yil HECKOJNBKO IOYTOBBIX SIIMKOB. [lepBbI Uisi 4YacTHOM MEPENUCKH C
azjpecaTamMH, KOTOPBIM Thl JOBEpselIlb. JTO 3JIEKTPOHHBIM aapec HE HAJ0 HCIIOJIb30BaTh NPHU
peructpanuu Ha popymax U caTax;

7. He oTkpbIBaii (aitiibl U IPyrye BIOKEHUS B MUChMaX, JaKe €CITU OHU MPHUIILIA OT TBOUX
npys3eil. Jlydine yTouHH y HUX, OTHPABIIsUIM JIM OHU Tebe 3TH (ailibl;

8. Ilocne okoH4aHus pabOTHI Ha MTOYTOBOM CEPBHCE IEPE]l 3aKPhITHEM BKIJIAJIKU C CAUTOM
He 3a0y/p HakaTh Ha "BeritT".

Ku6epOy/utMHT MM BUPTYaJibHOE M3/1€BATEIbCTBO

KubepOynnuHr - npecieoBaHue COOOLICHUSAMH, COJIEPKAIUMHI OCKOPOJIEHUs, arpeccHIo,
3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHME C MOMOIIbIO PAa3IMYHBIX MHTEPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KNOEPOYITUHIOM:

1. He Opocaiics B 60ii. Jlyummmii crmoco0: mocoBeTOBaThCS Kak ceOst BECTU U, €CITU HET TOTO,
K KOMY MOXHO OOpaTUTbCi, TO BHauaje YCHOKoUTbca. EciM Thl HauHemb OTBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbIle pa30XiKellb KOH(IUKT;

2. Ypasunsii cBoeil kubeppernyTaiuei;

3. AHoHuMHOCTH B ceTd MHHUMasg. CyIIecTBYIOT CHOCOOBI BBIICHUTH, KTO CTOMUT 32
AQHOHMMHBIM aKKayHTOM;

4. He cTOUT BeCTH XyJIUTaHCKUN 00pa3 BUPTyalbHOW >Ku3HU. VIHTEpHET (UKCHpYET Bce
TBOM JIEUCTBUS U COXPAHSAET UX. Y AATUTh UX OyAeT KpaliHe 3aTpyAHUTEIHHO;

5. Co0Gurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbld HeratuB. OJIHOPA30BbIE OCKOPOUTENbHbBIE COOOIIEHHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B COLMAITBHBIX
CeTSAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTHPABKU COOOLICHUI C ONPEACTICHHBIX a/IpECOB;



8. Ecmum TbI cBugerens kubepOyumHra. TBow [EHCTBHSA: BBICTYIUTH TPOTUB
IIpeCcIeoBaTeNs, MOKa3aTh €My, YTO €ro ACUCTBHs OLECHUBAIOTCS HETATUBHO, NOIIEPKATh
KEPTBY, KOTOPOH HYXKHA TICHUXOJOrMYECKash IIOMOIb, COOOIIMTH B3pOCIHBIM O (aKTe
arpecCUBHOIO IIOBEJCHUS B CETH.

MoOuabHbIi Tes1eoH

CoBpemeHHbIe cMapT(OHBI U TUIAHILIETHI COAEPAKAT B ceOe BIIOJIHE B3POCIHbIN (PYHKIIMOHA,
U Tenepb OHU MOTYT KOHKYpPHUPOBaTh CO CTAallMOHAPHBIMM KoMIbioTepaMu. OJHAKO, CpeACTB
3alUThl JJIs NOJOOHBIX YCTPOWCTB IOKa OYEHb Majo. TecTHpOBaHHE M MOUCK YSI3BUMOCTEH B
HUX IPOUCXOJIUT HE TaK MHTeHCUBHO, Kak 1 IIK, To ke camoe kacaercs M MOOMIIBHBIX
MIPUITOKEHU .

CoBpeMeHHBIE MOOUIIBHBIE Opay3epbl yXKe MPaKTHYECKH JIOTHAJIM HACTOJbHBIC aHAJIOTH,
OJIHAKO paciiupeHue (yHKIMOHAIA BieyeT 3a co0O0i OOJIBIIYI0 CIIOXKHOCTb M MEHBUIYIO
3aLUILEHHOCTb.

Jlaneko He Bce MPOU3BOAUTENIM BBITYCKAIOT OOHOBIIEHMS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHbIE COBETHI /17151 0€30IaCHOCTH MOOMIIBHOTO TeJedoHa:

Huyero He sBnsiercs mo-Hactosuiemy OecruiaTHbIM. Bynp octopoxeH, Benb korga TeOe
IpeyiaratoT 6eCIUIaTHbIH KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKME-TO IUIaTHBIE YCIIYTH;

Hymaii, mpexae yem otnpaBuTh SMS, poTo mnmm Buaeo. Tel TOUHO 3Haeb, T1e OHU OyIyT
B KOHEYHOM HTOre?

Heo6xo0auMo 0OHOBIIATE ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT(QOHa;

Vcnonb3yit aHTUBUPYCHBIE IPOrPaMMBbI /1151 MOOUJIBHBIX TeNIE(OHOB,;

He 3arpyxail npuioxeHus: OT HEU3BECTHOIO MCTOYHMKA, BEJlb OHM MOTYT COJEp’KaTh
BPEIOHOCHOE ITPOrpaMMHOE 00€eCIIeUeHUE;

[locne Toro kak Thl BBIAJEIIb C caiiTa, r€ BBOAWJ JIMYHYIO HH(pOpMaIUIo, 3aiiiu B
HacTpolku Opaysepa u ynanu cookies;

[leproanuecku npoBepsiii, KakUe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOIl HOMEp MOOUJIBHOIO TeneoHa TOJIBKO JIFOJIM, KOTOPHIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetooth nomkeH ObITH BBIKIIOUEH, KOTAA Thl UM He Nojb3yenibcd. He 3a0biBail mHOT 1A
IIPOBEPSTH 3TO.

Online urpsl

CoBpeMeHHBIE OHJIAWH-WTPBI - O3TO KPacOYHBbIE, 3aXBATHIBAIOIINE pa3BIICUYCHUS,
00BEIMHSAIONINE COTHU THICSY YEJIOBEK MO BCceMy MHUpY. MIrpoku McCIeayloT AaHHBIA UM MUD,
00IIArOTCs APYT C APYTOM, BBIMOJHSIOT 33aHUs, CPAKAIOTCS C MOHCTPAMH U MOJYYaOT OIIBIT.
3a yIOBOJILCTBHE OHHU IJIATAT: MOKYMAIOT JTUCK, OIJIAYMBAIOT a0OHEMEHT MM NpUoOpeTaroT
KaKHe-TO OIIIHH.

Bce »tM cpenctBa MIyT Ha NOAAEpP)KAHWE M pPAa3BUTUE WIPHl, a TaKXkKe Ha caMy
0€301aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBl aBTOPU3AIlUH, BBITYCKAIOTCS HOBBIE MATYH
(un¢poBbIe 3aMIaTKU JJIs1 IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOUT OmacaThCs HE CTOJBKO CBOMX COTEPHHKOB, CKOJBKO KpPaXH
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIMK OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30IaCHOCTH TBOETO UT'POBOTO AKKAYHTA:

1. Eciin npyroii urpok Benet cedsl III0XO MM CO3/1aeT Tede HEeNPHUATHOCTH, 3a0JIOKUpYH
€r0 B CITUCKE UTPOKOB;

2. Iloxanyiicss aIMUHUCTPAaTOpaM UTPhl Ha IJIOX0E MOBEIEHHE ITOT0 UTPOKa, JKEIaTEIbHO
HPUJIOKUTH KaKHe-TO JOKa3aTeIbCTBA B BUJ/IE CKPHUHOB,;

3. He yka3piBaii TMYHYI0 HHPOPMALIUIO B podaiiie urpsl;



4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoduUaabHbIE TATYA U MOJIBI;

6. Mcnonp3yil ClI0’KHBIE U pa3Hble apOJIy;

7. Jaxe BO BpeMs WIPbl HE CTOMT OTKJIKOYaTh aHTUBHMpyc. [loka Tel urpaems, TBON
KOMIIBIOTEP MOT'YT 3apa3uTh.

@OUIIUHT WIN Kpaxka JUIHbIX JaHHbIX

OObIYHON Kpakel JeHer M JOKYMEHTOB CEroJHs YK€ HHUKOTO HE YAWBHUIIb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBINUICHHUKHA TEPEMECTHJINCh B HMHTEpPHET, U
IPOJIOJDKAIOT 3aHUMAThCA "MOOMMBIM" 1€7I0M.

Tak mosBUIACh HOBasg yrpo3a: WHTEPHET-MOILIEHHUYECTBAa WIM (DUIIMHT, TJIaBHas LEJb
KOTOPOTO COCTOMT B MOJYYCHMH KOH(PHICHIMAIbHBIX TAHHBIX IIOJB30BATENC - JIOTMHOB H
naposyieii. Ha anrnuiickom si3pike phishing unraercs kak ¢ummar (ot fishing - peiOHas 0B,
password - mapoJis).

OcHoBHbIE COBETHI 110 O0pHOE C PUIIUHTOM:

1. Cnenm 3a cBoMM akkayHTOM. Ecii TBI I0JJ03peBaeiib, 9To TBOSI aHKETa Oblja B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKHPOBATh €€ U COOOIIUTH aIMUHUCTPATOpPaM pecypca 00 3TOM KaKk MOXKHO
CKOpee;

2. Wcnonw3yit 6e3omacHble BeO-CaliThl, B TOM YHCJIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHUCTEM;

3. HMcnonb3yii cloxkHble W pa3Hble maponu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3IIOYMBIIIICHHUKH MOJTyYaT AOCTYI TOJIBKO K OJJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3momalu, TO HE0OX0UMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPbHIE
no6aBiieHbl y T€OS B IPY3bsIX, O TOM, YTO T€OS B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHU OyzeT
pacchuIaThCs CIlaM M CChUIKU Ha (PUITUHTOBBIE CalTHI;

5. YcranoBu HaaexHbI napois (PIN) Ha MOOUITBHBIN TenedoH;

6. OTKITI0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbIBaii (aitiibl U Ipyrye BIOKEHUS B MUChMaX, JaKe €CJITU OHU MPHUIILIA OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISUIH JIU OHU TeOe 3TH (haiibl.

Mudposas penyramus

[udposas penyranus - 3TO HeraTHUBHAs WM NMO3UTHBHAs WH(pOpMalMs B CeTH O Tele.
Komnpomerupytomas uHpopmaius, pa3MelieHHas B UHTEPHETE, MOXKET CEpbEe3HbIM 00pa3oM
OTpa3uTbcs Ha TBOeW peanbHOU ku3HU. "Lludposas pemyramus" - 370 TBOH UMUK, KOTOPBIH
bopmupyercs u3 uHGoOpMaIuu o Tede B UHTEPHETE.

TBoe MecTo KUTENIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHNE, OCOOEHHOCTH XapaKkTepa U
paccka3bl 0 OJU3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue MmoJapOCTKH JIETKOMBICIEHHO OTHOCSTCA K MyONMKallMW JUYHOM MH(OpMAaIUH B
WHTepHeTe, HE TOHMMAas BO3MOKHBIX MOCIEACTBUN. ThI 1ake HE CMOXKENIb A0raaaTrbCsi O TOM,
yTo (poTorpadus, pazmenieHHas 5 JeT Ha3ald, cTaja MPUYMHON O0TKa3a IPUHATH TeOs Ha paboTy.

KommMmenTapuu, pasmenienue toux (¢otorpaduii 1 apyrue AeMcTBUs MOTYT HE HCUE3HYTh
Jla’ke TI0CJIe TOTO0, KaK Thl X YAalduIb. Thl HE 3Haellb, KTO COXpPaHWI 3Ty WH(POpMaIIHIO, ToTana
JU OHA B IOMCKOBBIE CHCTEMbl M COXpaHWJACh JIM OHA, a TJIABHOE: YTO MOAYyMalmT O Tebe
OKpY’KalollIMe JIOAHU, KOTOpble HAlIyT U yBUAAT 3T0. Hailtu nH(popmaimio MHOTO JIET CIyCTs
CMOJET JII000HM - Kak M3 J0OphIX MOOYKIEHHH, TaK U C HAMEPEHHEM NPUYUHHUTH Bpel. ITO
MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON pPEMyTALUU:

1. Ilogymaii, mpexae yeM 4TO-TO MyOJMKOBaTh M MepedaBaTh y ce0s B Oiiore Wid B
COIIMATLHOM CETH,

2. B nacrpoiikax nmpoduisi yCTAaHOBM OTPaHUYEHUS HA MPOCMOTP TBOETO HMPOQHIISL U €ro



COJIEP’)KUMOT0, CIIENail ero TOJbKO "Il Ipy3en";
3. He pasmemaii u He ykaspiBaii MH(OpMAIIUIO, KOTOpas MOXKET KOro-IM00 OCKOpOJISThH
WA OOMKATh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE MIKOJIBHHUKH - aKTUBHBIE TOJIb30BaTENN HHU(poBOro npoctpancTsa. OgHaKo
JAJIEKO HE BCE 3HAIOT, YTO IMOJB30BaHWE MHOTMMHU BO3MOXXHOCTSAMHU LU(GPOBOro Mupa Tpedyer
COOJIIOJICHHS TTPAB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

Tepmun "WHTEINIEKTyanbHasi COOCTBEHHOCTH" OTHOCHUTCS K Pa3jMYHBIM TBOPEHUSAM
4eJI0BEYECKOr0 yMa, HauMHasi C HOBBIX M300pETeHUH 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
HAa TMPOIYKTHl M YyCIAyrd, U 3aKaHyuBas KHUramu, Qororpagusmu, KUHOUIBMAMH U
MY3BIKQIHBIMU POU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha IPOU3BENICHUS
HAyKH, JIUTEPATypbl U UCKycCTBA. ABTOPCKHUE IIpaBa BHICTYNAIOT B KAUECTBE rapaHTUU TOT'O, YTO
MHTEJJICKTYaIbHBIM/TBOPUECKUN TPYA aBTOpa He OyneT HampacHBIM, JAAcT €My CIIpaBeIUBbIC
BO3MO>KHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPy[a, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkto 6e3 paspelnieHus aBTopa He MOXKET BOCIIPOU3BOAUTD €r0 MPOU3BEIEHUE, PACIIPOCTPAHATD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTb, HUMIOPTUPOBATh, IMYCKAaTh B IpOKaT, MyOIMYHO
UCIIOJTHSATH, IOKa3bIBATh/UCIIONHATE B Adupe Win pa3Meniath B UHTepHere.

Hcnonk3oBanue "muparckoro’ MporpaMMHOTO OOECTICUEHHUsST MOXET MPUBECTH K MHOTHM
pUCKaM: OT TMOTEpU JAHHBIX K TBOMM AaKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPONCTBA, TIe
yCTaHOBJIEHA HellerajibHas nporpamma. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT J€TalbHbIE
u OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJe

CereBnuok.p¢ - TBOH TJaBHBIH COBETYMK B CETH. 3JecCh Tbl MOXeEIIb Y3HaTb O
0€30MacCHOCTH B CETHU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NPU BO3HUKHOBEHUM KPUTHUYECKOM
CUTyallud OOpaTUThCS 3a COBETOM. A TaKKe MPHUHATh y4acTHE B KOHKYpCax M CTaTh CaMbIM
M (POBBIM T'pakIaHUHOM !



