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I. OnpeLJ.eJieHJUI 

B HaCT05IW:eM .uoKyMeHTe HCIIOJih3YIOTC5l crre.uyiOru:He TepMHHhi H Hx orrpe.uerreHH5l . 

ABTOMaTHJHpoBannaH o6pa6oTKa nepconaJihHhiX LI.aHHhiX - o6pa6oTKa 

IIepCOHaJihHhiX ,llaHHhiX C IIOMOW:hlO cpe,llCTB BhJqliCJIHTeJibHOH TeXHliKli. 

neJOllaCHOCTh nepCOHaJibHhiX )J.aHHhiX COCT05!Hlie 3aW:HW:eHHOCTH 

rrepCOHaJihHhiX ,llaHHhiX, xapaKTepH3yeMOe ,CITOC06HOCThlO ITOJih30BaTeJieH, TeXHHqeCKliX 

cpe,llCTB li HHQJOpMaUHOHHhiX TeXHOflOfHH o6ecrreqHTh KOHQJH,lleHUliaJihHOCTh, 

UeJIOCTHOCTh li ,llOCTYIIHOCTh rrepCOHaJihHhiX ,llaHHhiX rrpli liX o6pa60TKe B 

liHQJOpMaUHOHHhiX CliCTeMaX rrepCOHaJihHhiX ,llaHHhiX. 

nJIOKHpoBaHHe nepconaJihHhiX LI.aHHhiX - BpeMeHHOe rrpeKparu:eHHe c6opa, 

CliCTeMaTH3aUHli, HaKOITJieHH5l, liCITOJih30BaHH5I, pacrrpocTpaHeHH5I, rrepCOHaJihHhiX 

,llaHHhiX, B TOM qlfCJie liX rrepe.uaqli, 

,LJ:ocryn K HH<IJOpMaUHH - B03M0)KHOCTh ITOJiyqeHH5I HHQJOpMaUHli li ee 

liCITOJih30BaHH5I. 

3ammuaeMaH HH<IJOpMaUHH - i IIHQJOpMaUH5I, 5IBJI5IIOW:a5IC5l rrpe,llMeTOM 

C06CTBeHHOCTli li IIO,llJie)l<aW:a5I 3aW:HTe B COOTBeTCTBHH C Tpe6oBaHH5IMH rrpaBOBhiX 

,llOKyMeHTOB liJili Tpe6oBaHH5IMli , ycTaHaBJIHBaeMhiMH C06CTBeHHHKOM HHQJOpMaUHH. 

li)J.eHTH<IJHKaUHH rrpHCBOeHHe cy6beKTaM H 06beKTaM ,llOCTyrra 

H,lleHTHQJHKaTOpa H (HJIH) cpaBHeHHe rrpe,llb5IBJI5!eMOf0 H,lleHTHQJHKaTopa C rrepeqHeM 

rrpHCBOeHHhiX H,lleHTHQJHKaTOpOB. 

Mn<JlopMaUHOHHaH CHCTeMa nepconaJihHhiX )J.aHHhiX coBoKyrrHOCTh 

CO,llep)KaiiJ:HXC5I B 6a3aX ,llaHHhiX rrepCOHaJihHhiX ,llaHHhiX li o6ecrreqHBaiOW:HX HX 

o6pa60TKY HHQJOpMaUHOHHhiX TeXHOJIOfHH H TeXHHqecKHX cpe,llCTB. 

Mn<JlopMaUHOHHaH TexnoJiorHH - rrpouecchi, MeTO.llhi rroHcKa, c6opa, xpaHeHH5I, 

o6pa6oTKH, rrpe.uocTaBrreHH5l , pacrrpocTpaHeHH5I HHQJOpMaUHH H crroco6hi ocyru:ecTBJieHH5I 

TaKHX rrpoueCCOB H MeTO,llOB. 

JICTOqHHK yrp03hl OeJOUaCHOCTH nepCOHaJibHhiX )J.aHHhiX - cy6beKT ,llOCTyrra, 

MaTepHaJihHhiH 06beKT HJIH QJH3HqecKOe 5IBJieHHe, 5IBJI5IlOW:HeC5l rrpHqmJOH 

B03HHKHOBeHH5I yrp03hl 6e30IIaCHOCTH rrepCOHaJihHhiX ,llaHHhiX. 

KonTpOJIHpyeMaH Jona - rrpocTpaHCTBO (TeppHTOpH5! , 3.llaHHe, qacTh 3.llaHH5I, 

ITOMeru;eHHe ), B KOTOpOM HCKJIIOqeHO HeKOHTpOJIHpyeMOe rrpe6biBaHHe ITOCTOpOHHHX JIHU, 

a TaK)Ke TpaHCITOpTHhiX, TeXHHqeCKHX H HHhiX. MaTepHaJihHhiX cpe,llCTB . 

Kon<IJHLJ.eHUHaJibHOCTh nepconaJibHhiX )J.aHHhiX o65!3aTeJihHOe ,llJI5! 

C06JIIO,lleHH5I OIIepaTOpOM HJIH HHhiM ITOJiyqHBIIIHM ,llOCTYII K rrepCOHaJihHhiM ,llaHHbiM 

JIHUOM Tpe6oBaHHe He pacrrpOCTpaH5!Tb HX 6e3 COrJiaCH5! cy6beKTa rrepCOHaJihHbiX ,llaHHbiX 

HJIH HaJIHqli5£ HHOfO 3aKOHHOfO OCHOBaHH5! . 

HapymHTeJih 6eJonacnocTH nepconaJihHhiX LJ.aHHhiX - QJH3HqecKoe JIHUO, 

crryqaifHO HJIH rrpe,llHaMepeHHO COBepiiiaiOII(ee ,lleHCTBH5l, CJie,llCTBHeM KOTOphiX 5!BJI5!eTC5l 

HapyiiieHHe 6e30ITaCHOCTH rrepCOHaJihHbiX ,llaHHhiX ITpH HX o6pa60TKe TeXHHqeCKHMH 

cpe,llCTBaMH B HHQJOpMaUHOHHbiX CHCTeMaX· rrepCOHaJihHbiX ,llaHHbiX. 

HecaHKUHOHHpoBaHHhiH LJ.ocryn (necaHKUHOHHpoBaHHhie LJ.eilcTBHH)- .uoCTyrr 

K HHQJOpMaUHH HJIH ,lleHCTBH5! C HHQJOpMaiJ:HeH, HapyiiiaiOW:He rrpaBHJia pa3rpaHHqeHH5! 

,llOCTyrra C. liC,ITOJib30BaHHeM IIITaTHbiX cpe,llCTB, rrpe,llOCTaBJI5IeMhiX liHQJOpMaUHOHHhiMH 

CHCTeMaMH rrepCOHaJibHhiX ,llaHHbiX. 

HoCHTeJib HH<IJOpMaUHH - QJH3HqecKOe JIHUO HJIH MaTepHaJibHhiH 06beKT, B TOM 

qHCJie QJH3liqecKOe ITOJie, B KOTOpOM HHQJOpMaUH5! HaXO,llHT CBOe OTpa)KeHHe B BH,lle 

CHMBOJIOB, o6pa30B, CHfHaJIOB, TeXHHqecKHX peiiieHHH H rrpOUeCCOB, KOJIHqecTBeHHbiX 

xapaKTepHCTHK QJH3HqecKHX BeJIHqliH. 
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06eJJ1HqHBaHHe nepCOHaJlbHhiX L{aHHbiX .n:eHCTBH5I, B pe3yJihTaTe KOTOphiX 

HeB03MO)l{H0 Orrpe.n:eJIHTh rrpHHa.D:Jie)l<HOCTh rrepCOHaJihHhiX .n:aHHhiX KOHKpeTHOMY 

cy6beKTY rrepCOHaJihHhiX .n:aHHhiX. 

06pa6on~a nepcoHaJlbHbiX ,lJ,aHHbiX - mo6oe .n:eH:cTBHe (orrepaumr) HJIH 

COBOKYITHOCTh .n:eHCTBHH (orrepaUHH), COBeprnaeMhiX C HCITOJlh30BaHH:eM cpe.D:CTB 

aBTOMaTH3aiJHH HJIH 6e3 HCITOJih30BaHH5I TaKHX cpe.D:CTB C rrepCOHaJihHhiMH .n:aHHhiMH, 

BKJIIOqa5J c6op, 3aiTHCh, CHCTeMaTH3aiJHI0, HaKOIIJieHH:e, xpaHeHH:e, yToqHeHH:e 

( o6HOBJieHHe, H3MeHeHHe ) , H3BJieqeHHe, HCITOJih30BaHHe, rrepe.n:aqy (pacrrpoCTpaHeHHe, 

rrpe.n:ocTaBJieHHe, .n:ocTyrr) , o6e3JIHqHBaHHe, 6JIOKHpoBaHHe, y.n:aneHHe, yHHqTo)l{eHHe 

rrepcomUihHhiX ,uaHHhiX. 

06beKT BbJqHCJlHTeJlbHOH TeXHHKH - CTaUHOHapHhiH HJIH ITO.lJ:BH)l{HhiH 06beKT, 

KOTOphiH rrpe.D:CTaBJI5IeT C060H KOMITJieKC cpe.D:CTB BhJqHCJIHTeJihHOH TeXHHKH, 

rrpe.n:Ha3HaqeHHhiH LJ:JI5I BhiiTOJIHeHH5I orrpe.n:eJieHHhiX cpyHKUHH o6pa6oTKH HHcpopMaUHH. K 
6 ~ I 

0 beKTaM BhJqHCJIHTeJihHOH TeXHHKH OTHOC5ITC5I aBTOMaTli3IipOBaHHbie CliCTeMbl, 

aBTOManBHpOBaHHhie pa6oqH:e MeCTa, HHcpOpMaUHOHHO-BhlqHCJIHTeJihHhie UeHTphl H 

.n:pyrHe KOMrrJieKChi cpe.n:cTB BhrqHcJIHTeJihHOH TeXHHKH. K o6oeKTaM BhrqHCJIHTeJihHOH 

TeXHHKH MoryT 6biTh OTHeCeHhi TaK)Ke OTLJ:eJihHhie cpe.D:CTBa BhJqHCJIHTeJihHOH TeXHHKH, 

BhiiTOJIH5IIOW:He CaMOCT05ITeJihHhie cpyHKUHH o6pa60TKH HHcpOpMaUHH. 

OnepaTop nepcoHaJlbHhiX ,l],aHHbiX - rocy.n:apcTBeHHhiH opraH, MYHHUHITaJihHhiH 

opraH, IOpHLJ:HqecKOe HJIH cpH3H:qeCKOe JIHIJO, CaMOCT05ITeJihHO HJIH COBMeCTHO C .n:pyrHMH 

JIHUaMH opraHH3YJOW:He H (HJIH) ocyw:ecTBJt5IIOW:He o6pa60TKY rrepCOHaJihHhiX .n:aHHhiX, a 

TaK)l{e orrpe.n:eJI5IIOW:He l(eJIH o6pa60TKH rrepCOHaJihHhiX LJ:aHHhiX, COCTaB rrepCOHaJihHhiX 

.n:aHHhiX, rro.n:Jie)l{aw:Hx o6pa6oTKe, .n:ell:CTBH5I ( orrepaUHH), coBeprnaeMhie c 

rrepCOHaJihHhiMH .n:aHHhiMH. 

llepcoHaJlbHbie ,lJ,aHHbie 

KOCBeHHO K orrpe.n:eJieHHOMY HJIH 

rrepcoHaJihHhiX .n:aHHhrx). 

JII06a5I ImcpopMaUH5I, OTHOC5IW:a5IC5I rrp5IMO HJIH 

orrpe.n:eJI5IeMOMY cpH3HqecKOMY JIHIIY ( cy6oeKTY 

llOJ1b30BaTeJ1b HHlj>OpMaQHOHHOH CHCTeMhl nepCOHaJlbHbiX ,l],aHHbiX - JIHIJO, 

yqaCTBYIOW:ee B cpyHKIJHOHHpOBaHHH HHcpOpMaiJHOHHOH CHCTeMhi rrepCOHaJihHhiX LJ:aHHhiX 

HJIH HCITOJih3YJOW:ee pe3yJihTaThi ee cpyHKUHOHHpOBaHH5I. 

llpaBHJla pa3rpaHHqeHHH ,l],OCT)'Ua COBOKYITHOCTh 
I 

pemaMeHTHpyrow:Hx rrpaBa .n:ocTyrra cy6oeKTOB .n:ocTyrra K o6beKTaM .n:ocTyrra. 

rrpaBHJI , 

llpe,Ll,OCTaBJleHHe nepCOHaJlbHbiX , ,lJ,aHHbiX - .n:eHCTBH5I, HarrpaBJieHHhie Ha 

pacKphiTHe rrepCOHaJihHhiX .n:aHHhiX orrpe.n:eJieHHOMY JIHIIY HJIH orrpe.n:eJieHHOMY Kpyry 

JIHIJ. 

llporpaMMHOe (nporpaMMHO- MaTeMaTHqecKoe) BOJ,lJ,eHCTBHe 

HeCaHKIJHOHHpOBaHHOe B03LJ:eHCTBHe Ha pecypChi aBTOMaTH3HpOBaHHOH 

HHcpOpMaUHOHHOH CHCTeMhi , ocyw:ecTBJI5IeMOe C HCITOJih30BaHHeM Bpe.D:OHOCHhiX 

rrporpaMM . 

PacnpocTpaHeHHe nepcoHaJlbHbiX ,lJ,aHHbiX - .n:ell:CTBH5I, HarrpaBJieHHhie Ha 

pacKphiTHe rrepcoHaJihHhiX .n:aHHhiX HeorrpepeJieHHOMY Kpyry JIHIJ. 

Pecypc HHljlopMaQHOHHOH CHCTeMhl - HMeHOBaHHhiH 3JieMeHT CHCTeMHOfO, 

rrpHKJia.D:HOfO HJIH arrnapaTHOfO o6ecrreqeHH5I cpyHKUHOHHpOBaHH5I I-IHcpOpMaiJHOHHOH 

CHCTeMhl. 

CncTeMa JaiUHTbi nepcoHaJlbHbiX ,l],aHHbiX - coBoKyrrHOCTh opraHOB H (HJIH) 

HCITOJIHHTeJieH, HCITOJih3yeMOH HMH TeXHHKH 3aW:HThi HHcpOpMaUHH, a TaK)l<e 06'heKTOB, 

opraHH30BaHHa5I H cpyHKIJHOHHpyroW:a5I ITO rrpaBHJiaM H HOpMaM, ycTaHOBJieHHhiM 

COOTBeTCTBYJOW:HMH LJ:OKyMeHTaMH B 06JiaCTH 3aW:HThi rrepCOHaJihHhiX .D:aHHhiX. 

Cpe,Ll,CTBO KpHnTorpaljluqecKoH: JaiUHTbi HHljlopMauuu - cpe.n:cTBo 3a1IlHThr 

HHcpopMaUHH, peaJIH3yroiiiee anropHTMhi • KpHrrTorpacpHqecKoro rrpeo6pa3oBaHH5I 

HHcpopMaUHH. 
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Cy6beKT )l.ocryna - JIHU:O HJIH rrpouecc, ,ZJ,eiicTBH.SI KOToporo pemaMeHTHpyiOTC.SI 

rrpaBHJiaMH pa3rpaHHqeHH.SI ,ZJ,OCTyrra. ! 

Cy6beKThi nepcoHaJihHhiX )l.aHHhi~ - pa6oTHHKH, o6yqaiOII(Hec.SI H ,ZJ,pyrHe JIHU:a. 

TexHHqecKHii KaHaJI yTeqKH *Hl}lopMaUHH coBoKyrrHOCTb HOCHTeJI.SI 

HHcpOpMaU:HH ( cpe,ZJ,CTBa o6pa60TKH ), cpH3HqeCKOH cpe,ZJ,bl pacrrpOCTpaHeHH.SI 

HHcpOpMaTHBHOfO CHfHaJia H cpe,ZJ,CTB, KOTOpbiMH ,ZJ,06biBaeTC.SI 3all(HII(aeMa.SI HHcpopMaU:H.SI. 

TexHHqecKHe cpe!l.CTBa HHl}lopMauuoHHoii cHcTeMhi nepcoHaJihHhiX )l.aHHhiX­

cpe,ll,CTBa BbJqHCJIHTeJibHOH TeXHHKH, HHcpOpMaU:HOHHO-BblqHCJIHTeJibHbie KOMIIJieKCbi H 

CeTH, cpe,ZJ,CTBa H CHCTeMbi rrepe,ZJ,aqH, rrpHeM;a H o6pa60TKH rrepCOHaJibHbiX ,ZJ,aHHbiX 

( cpe,ZJ,CTBa H CHCTeMbi 3BYK03aiiHCH, l 3BYKOYCHJieHH.SI, 3BYKOBOCIIpOH3Be,ZJ,eHH.SI, 

rreperoBopHbie H TeJieBH3HOHHbie yCTpolidBa, cpe,ZJ,cTBa H3rOTOBJieHH.SI, THpa:timpoBaHH.SI 
I 

,ZJ,OKyMeHTOB H ,ll,pyrHe TeXHHqecKHe cpe,ZJ,CT~a o6pa60TKH peqeBOH, rpacpHqecKOH, BH,ZJ,eO-

H 6yKBeHHO-U:HcppOBOH HHcpOpMaU:HH), rrporpaMMHbie cpe,ZJ,CTBa (orrepaU:HOHHbie CHCTeMbi, 

CHCTeMbi yrrpaBJieHH.SI 6a3aMH ,ZJ,aHHbiX iH T.II.), cpe,ll,CTBa 3all(HTbi HHcpOpMaU:HH, 

IIpHMeH.SieMbie B HHcpOpMaU:HOHHbiX CHCTeM~X. 
Yrpo3hl 6e3onacHOCTH nepcoHaJihHhiX )l.aHHhiX - coBoKyrrHOCTb ycJIOBHH H 

cpaKTOpOB, C03,ZJ,aiOII(HX OIIaCHOCTb HeCaHKU:HOHHpOBaHHOfO, B TOM qHCJie CJiyqail:HOfO, 

)J,OCTyrra K rrepCOHaJibHbiM ,ZJ,aHHbiM, pe3yJihTaTOM KOTOpOrO MO)l{eT CTaTb YHHqTO:ti<eHHe, 

H3MeHeHHe, 6JIOKHpOBaHHe, KOIIHpOBaHHe, ipacrrpoCTpaHeHHe rrepCOHaJibHbiX ,ZJ,aHHbiX, a 

TaK)l{e HHbiX HeCaHKU:HOHHpOBaHHbiX ,ZJ,eHCTBHH rrpH HX o6pa60TKe B HHcpOpMaU:HOHHOH 

CHCTeMe rrepCOHaJibHbiX ,ZJ,aHHbiX. 

YHHqToiKeHHe nepcoHaJihHhiX )l.aHHhiX - ,ZJ,eil:cTBH.SI, B pe3yJibTaTe KOTOpbiX 

HeB03MO)KHO BOCCTaHOBHTb CO,ZJ,ep)l{aHHe Il:epCOHaJibHbiX ,ZJ,aHHbiX B HHcpopMaU:HOHHOH 

CHCTeMe rrepCOHaJibHbiX ,ZJ,aHHbiX HJIH ' B pe3yJibTaTe KOTOpbiX YHHqTO)l{aiOTC.SI 

MaTepHaJibHbie HOCHTeJIH rrepCOHaJibHbiX ,ZJ,aHHbiX . 

YTeqKa (3aiUHiuaeMoii) HHl}lopMaUHH no TeXHHqecKHM KaHaJiaM 

HeKOHTpOJIHpyeMOe pacrrpocTpaHeHHe HHcpopMaU:HH OT HOCHTeJI.SI 3all(HII(aeMOH 

HHcpopMaU:HH qepe3 cpH3HqecKyiO cpe,ZJ,y ,ZJ,O TexHHqecKoro cpe,ZJ,cTBa, ocymecTBJI.SIIOII(ero 

rrepexBaT HHcpopMaU:HH. 

lJ,eJIOCTHOCTh HHl}JOpMaUHH - CIIOCp6HOCTb cpe,ZJ,CTBa BbJqHCJIHTeJibHOH TeXHHKH 

HJIH aBTOMaTH3HpOBaHHOH CHCTeMbi o6ecrreqJ1BaTb HeH3MeHHOCTb HHcpOpMaU:HII B 

ycJIOBH.SIX cJiyqail:Horo HIHJIH rrpe,ZJ,HaMepeHttoro HCKa)l{eHH.SI (pa3pyrneHH.SI). 

II. Bne)l.eHHe 

HacTO.SIII(a.SI I1oJIHTHKa 6e3orracHOCTH rrepcoHaJibHbiX ,ZJ,aHHbiX, o6pa6aTbiBaeMbiX B 

HHcpopMaU:HOHHbiX CHCTeMax rrepcoHaJibHbiX ,ZJ,aHHbiX MEOY «Cpe,ZJ,H.SI.SI 

o6meo6pa3oBaTeJibHa.SI IIIKOJia N2 19 r. H~rnKap-OJibi» (,ZJ,anee - IToJIHTHKa), .SIBJI.SieTc.SI 
I 

ocpHU:HaJibHbiM )J,OKYMeHTOM H pa3pa6oTa:Ha B COOTBeTCTBHH C U:eJI.SIMH, 3a,ZJ,aqaMH H 

rrpHHU:HIIaMH o6ecrreqeHH.SI 6e30IIaCHOCTH rrepCOHaJibHbiX ,ZJ,aHHbiX H3JIO)l{eHHbiX B 

KoHu:erru:HH 6e3orracHOCTH rrepcomUlJ>HbiX ,ZJ,aHHbiX, o6pa6aTbiBaeMbiX B 

HHcpopMaU:HOHHbiX cHcTeMax rrepcoHaJibHbiX ,ZJ,aHHbiX MEOY «Cpe,ZJ,H.SI.SI 

o6meo6pa3oBaTeJibHa.SI IIIKOJia N2 19 r. HornKap-OJibi» (,ZJ,anee - Yqpe)l{,ZJ,eHHe ) . 

B IToJIHTHKe orrpe,ZJ,eJieHbi Tpe6omiHH.SI K pa6oTi-IHKaM Yqpe)l{,ZJ,eHH.SI, cTerreHb 

OTBeTCTBeHHOCl'H pa60THHKOB, CTpyKTypa . H He06XO)J,HMbiH ypoBeHb 3aliiHII(eHHOCTH, 

cTaTyc H ,ZJ,OJI:ti<HOCTHbie o6.SI3aHHOCTH pa6oTHHKOB, OTBeTCTBeHHbiX 3a o6ecrreqeHHe 

6e30IIaCHOCTH rrepCOHaJibHbiX ,ZJ,aHHbiX B ImcpopMaU:HOHHbiX CHCTeMaX rrepCOHaJibHbiX 

,ZJ,aHHbiX Yqpe)l{,ZJ,eHH.SI . 
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III. 
I 

06mfie llOJIO/KeHHH 

IJ,enhiO HacTo51meH: ITomiTHKH i 51BmreTc51 o6ecrreqeHHe 6e3orracHOCTH 
I 

nepcoHaJihHhiX )J,aHHhiX Yqpe:>K)J,eHH51 oT Bcex BH)J,OB yrp03, BHeiiiHHX H BHyTpeHHHX, 

yMhiiiiJieHHhiX 11 Herrpe)J,HaMepeHHhiX, MHHIIMH3ai!H51 ymep6a oT B03MO:>KHoH: peanHJaiiHH 
I 

yrp03 6e30ITaCHOCTH rrepCOHaJibHbiX )J,aHHbi~. 

EeJorracHOCTh rrepcoHaJihHhiX )J,aHHhiX )J,OCTHraeTC51 rryTeM HCKJIIOqeHH51 

HeCaHKIIHOHHpOBaHHOfO, B TOM qJ1CJie cny-.'JaHHOfO, )J,OCTyrra K rrepCOHaJibHbiM )J,aHHbiM, 

pe3yJihTaTOM KOTOporo MO:>KeT CTaTb JHHqTo:>KeHHe, H3MeHeHHe, 6JIOKHpOBaHIIe, 

KOITHpOBaHHe, pacrrpoCTpaHeHHe rrepcbmiJrbHbiX )J,aHHbiX, a TaK:>Ke HHbiX 

HeCaHKIIHOHHpOBaHHbiX )J,eHCTBHH. . 

I1H¢opMaiiH51 H CB513aHHhie C HeM pbcypcbi )J,OJI:>KHbi 6biTb )J,OCTYITHbi TOJlbKO )J,Jl51 

aBTOpH30BaHHhiX rroJib30BaTeneH:. B HH¢op~miiHOHHhiX CHCTeMax rrepcoHaJihHhiX )J,aHHhiX 

)J,OJI:>KHO ocymecTBJI51ThC51 cBoeBpeMeHHoe o6Hapy:>KeHHe yrpo3 11 peampoBaHHe Ha yrpo3bi 

6e30ITaCHOCTH rrepCOHaJibHbiX )J,aHHbiX. 

B HH¢opMaiiHOHHhiX CHCTeMax rrepcoHaJihHhiX )J,aHHhiX Heo6xo)J,HMO HCKJIIOqHTh 

B03MO:>KHOCTb rrpe)J,HaMepeHHbiX HJIH i cnyqaHHbiX, qacTHqHbiX HJIH ITOJIHbiX 

HeCaHKIIHOHHpOBaHHbiX MO)J,H¢HKaiiHH HJIH )rHJ1qTO:>KeHH51 )J,aHHbiX. 

ITepeqeHh rrepcoHaJihHhiX )J,aHHh~, rro)J,ne:>Karu:Hx JaW:HTe, orrpe)J,eneH B 

ITono:>KeHHH o6 o6pa6oTKe rrepcoHaJihHhiX )J,aHHhiX MEOY «Cpe)J,H5151 

o6meo6pa3oBaTeJibHa51IIIKona N2 19 r. Moiii~ap-Onhi». 

IV. CHcTeMa JaiUHTI~I nepcoHaJibHhiX ,IJ.aHHhiX 
I 

CHcTeMa JaW:HThi rrepcoHaJihHhiX )J,aHHhiX CTpOHTC51 Ha ocHoBaHHH: 

ITepeqH51 rrepcoHaJihHhiX )J,aHIIhiX, rro)J,ne:>Karu:Hx JaW:HTe; 

ITepeqH51 HH¢opMaiiHOHHhiX ~HcTeM rrepcoHaJihHhiX )J,aHHhrx; 

AKTa orrpe)J,eneHH51 ypoBH51 JaW:HW:eHHOCTH rrepcoHaJihHhiX )J,aHHhiX rrpH HX 

o6pa60TKe B HH¢opMaiiHOHHOH CHCTeMe rrepCOHaJihHbiX )J,aHHhiX; 

qaCTHOH MO)J,eJIH yrpo3 11 1 HapyiiiHTeJI51 6e3orracHOCTH rrepcoHaJihHhiX 

)J,aHHbiX; 

ITono:>KeHH51 o pa3rpaHHqeHHH rrpaB )J,OCTyrra K o6pa6aThiBaeMbiM 

rrepcoHanhHhiM )J,aHHhiM; I 

PyKOBO)J,51W:HX )J,OKyMeHTOB <l>CT3K PoccHH 11 <l>CE PoccHH. 

Ha OCHOBaHHH 3THX )J,OKyMeHTOB onpe)J,eJI51eTC5I He06XO)J,HMbiH ypoBeHh 

3aW:HW:eHHOCTH rrepCOHaJibHbiX )J,aHHbiX · B Ka:>K)J,OH HH¢0pMaiiHOHHOH CHCTeMe 

rrepCOHaJibHbiX )J,aHHbiX Yqpe:>K)J,eHH51. LJ:n5I Ka)K)J,OH HH¢opMaiiHOHHOH CHCTeMhi 

rrepCOHaJibHbiX )J,aHHbiX )J,OJI:>KeH 6hiTb COCTaBJieH CITHCOK HCITOJlh3yeMhiX TeXHJ1qecKHX 

cpe)J,CTB, a TaK:>Ke nporpaMMHoro o6ecrreqeHH5I yqacTByiOmero B o6pa6oTKe 

rrepCOHaJibHbiX )J,aHHbiX, ITO)J,Jie:>KaW:HX 3aW:HTe. 

B JaBHCHMOCTH OT ypoBH5I ~.aW:HW:eHHOCTH 

HH¢0pMaiiHOHHOH CHCTeMe rrepCOHaJibHhiX )J,aHHbiX H 

3aW:HTbi rrepCOHaJibHbiX )J,aHHbiX MO:>KeT BKJIIOqaTb 

rrporpaMM~bre cpe)J,CTBa: 

rrepCOHaJibHbiX )J,aHHbiX B 

aKTYaJibHbiX yrp03, CHCTeMa 

CJie)J,yiOW:He TeXHHqecKHe H 

·aHTHBHpyCHbie cpe)J,CTBa )J,Jl5I 06neKTOB BbJqHCJIHTeJibHOH TeXHHKH; 

cpe)J,CTBa Me:>KCeTeBOfO 3KpaHHpOBaHH5I; 

cpe)J,CTBa KpHIITOrpa¢HqecKOH 3aW:HTbi HH¢opMaiiHH, rrpH rrepe)J,aqe 

3aW:HmaeMOH HH¢0pMaiiHH ITO KaHanaM CB5!3H. 

TaK :>Ke B cnHcoK )J,OmKHhi 6hiTh BKJIIOqeHbi ¢YHKIIHH JaW:HThi, o6ecrreqHBaeMbie 

UITaTHbiMH cpe)J,CTBaMH HH¢opMaiiHOHHOH·· CHCTeMhl rrepCOHaJibHbiX )J,aHHbiX H 

orrepaiiHOHHbiX CHCTeM, rrpHKJia)J,HbiM rrporpaMMHbiM o6ecrreqeHHeM H CITeiiHaJibHbiMH 
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KOMITJier<caMH, peanH3YIOlUHMH cpe)lCTBa 3aiUHThi. CITHCOK cpyHKUHH 3aiUHTbi MmKeT 

BKJIIOqaTb : 

yiTpaBJieHHe )lOCTYITOM H pa3rpaHHqeHHe )lOCTyiTa ITOJib30BaTeJiefi; 

perHCTpaUHIO H yqeT )leHCTBI1H C I1HcpOpMaUHefi; 

o6eCITeqeHHe UeJIOCTHOCTH )lclHHbiX; 

06Hapy)KeHHe BTOp)KeHHH. 

CITHCOK HCITOJio3yeMhiX cpe)lCTB )lOJI)KeH ITO)l)lep)KHBaThC5I B ar<ryaJioHOM 

COCT05IHHH. Bee H3MeHeHH5I COCTaBa CHCTeMbi 3aiUHTbl ITepCOHaJibHbiX )laHHbiX HJIH 

3JieMeHTOB HHcpOpMaUHOHHbiX CHCTeM ITepCOHaJibHbiX )laHHbiX )lOJI)KHbl 6oiTb 

comacosaHbi c A)lMHHHCTpaTopoM HHcpopMaUHOHHOH 6e3oiTaCHOCTH. 

V. Tpe6osaHHH K noLJ:cHcTeMaM cucTeMhi JaUJ,HThi nepcoHaJihHhiX LJ:aHHhiX 

CHcTeMa 3aUJ,HThi ITepcoHaJihHorx , )laHHhiX BKJIIOqaeT B ce65! cne)lyiOIUHe 

ITO)lCHCTeMbi: 
I 

yiTpaBJieHH5! )lOCTYITOM, perHCTpaUHH H yqeTa; 

o6eciTeqeHH5I UeJIOCTHOCTH H .[{OCTYITHOCTH; 

aHTHBHpycHOH 3alUHTDI; 

Me)KCeTeBoro 3KpaHHposaHmr; 

aHaJIH3a 3alUHIUeHHOCTH; 

06Hapy:>r<eHH5! BTOp:>KeHHH; 

KpHITTorpacpHqecKOH 3aiUHTbi. 

ITo.[{cHcTeMhi cHcTeMor 3aiUHThi rrepcoHaJihHhiX .[{aHHhiX HMeiOT pa3JIHqHorH: 

cpyHKUHOHaJI B 3aBHCHMOCTH OT ypOBH5! 3alUHIUeHHOCTH ITepCOHaJibHbiX ,[{aHHbiX ITpH HX 

o6pa60TKe B HHcpOpMaUHOHHOH CHCTeMe ITepCOHaJibHbiX ,[{aHHbiX, OITpe.[{eJieHHOfO B AKTe 

OITpe.[{eJieHH5! ypoBH5I 3alUHIUeHHOCTH ITepCOHaJibHbiX ,[{aHHbiX ITpH HX o6pa60TKe B 

HHcpopMaUHOHHOH CHCTeMe ITepCOHaJibHbiX .[{aHHblX. 

5.1. llOLJ:CHCTCMbl ynpaBJICHHH LJ:OCTynoM, perHCTpaUHH H yqeTa 

ITo.[{CHCTeMa yiTpasneHH5! LJ:OCTYITOM, perHcTpauHH H yqeTa ITpe.[{Ha3HaqeHa LJ:JI5I 

peaJIH3aUHH CJie.[{yiOIUHX cpyHKUHH: 

H.[{eHTHcpHKaUHH H ITpOBepKH ITO.[{JIHHHOCTH cy6beKTOB )lOCTyiTa ITpH BXO.[{e 

B HHcpOpMaUHOHHYIO CHCTeMy ITepCOHaJibHblX .[{aHHbiX; 

H.[{eHTHcpHKaUHH TepMHHaJIOB, y3JIOB ceTH, KaHaJIOB CB5I3H, BHeiiiHHX 

ycTpOHCTB ITO JIOfHqecKHM HMeHaM; 

H.[{eHTHcpHKaUHH ITporpaMM, TOMOB, KaTaJIOfOB, cpaHJIOB, 3aiTHCeH, ITOJieH 

3aiTHCeH ITO HMeHaM; 

perHCTpaUHH BXO.[{a (BblXO.[{a) cy6beKTOB .[{OCTyiTa B CHCTeMy (H3 CHCTeMbl), . 

JIH60 perHCTpaUHH 3arpy3KH H HHHUHaJIH3aUHH OITepaUHOHHOH CHCTeMbl H ee OCTaHOBa; 
I 

perHCTpaUHH ITOITblTOK .[{OeTyiTa ITporpaMMHbiX cpe.[{CTB (ITporpaMM, 

ITpoueccos, 3a.[{aq, 3a.[{aHHH) K 3aiUHmaeMhiM cpaH:naM; 

perHCTpaUHH ITOITbiTOK .[{OCTyiTa ITporpaMM.HbiX cpe.[{CTB K TepMHHaJiaM, 

KaHaJiaM CB5I3H, ITporpaMMaM, TOMaM, KaTaJIOraM, cpafiJiaM, 3aiTHC5!M, ITOJI5IM 3aiTHCeH. 

IJO.[{CHCTeMa yrrpaBJieHH5I .[{OCTYITOM MO)KeT 6oiTb peaJIH30BaHa C ITOMOlUbiO 

UITaTHbiX cpe.[{CTB o6pa60TKH ITepCOHaJibHbiX .[{aHHbiX ( OITepaUHOHHbiX CHCTeM, 

ITPHJIO:>r<eHHH). Tar< )Ke Mmr<eT 6oiTh BHeJJ:peHo ciTeUHaJioHoe TeXHHqecr<oe cpe.[{CTBO HJIH 

HX KOMITJieKC, ocymecTBJI5IIOlUHe .[{OITOJIHHTeJibHbie Mepbl ITO ayTeHTHcpHKaUHH H 

KOHTponiO. HaiTpHMep, ITpHMeHeHHe e.[{HHorx xpaHHJIHlU yqeTHorx 3aiTHceH: ITOJih30BaTeneH: 

H perHCTpaUHOHHOH HHcpOpMaUHH, HCITOJib30BaHHe 6HOMeTpRqeCKHX H TeXHHqecKHX ( C 

ITOMOlUbiO 3JieKTpOHHbiX ITpOITYCKOB) Mep ayTeHTHcpHKaUHH H .[{pymx. 
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5.2. IlO)lCHCTeMa o6ecne'leHHH U,eJlOCTHOCTH H )lOCT)'UHOCTH 

ITo,[(cHcTeMa o6ecrreqeHH5I uerrocTHOCTH H ,[(OCTYIIHOCTH rrpe,[(Ha:maqeHa ,[(JI5I 

o6ecrreqeHH5I U,eJIOCTHOCTH H ,[(OCTYIIHOCTf'i rrepCOHaJibHbiX ,[(aHHbiX, rrporpaMMHbiX H 

arrrrapaTHhiX cpe,[(CTB HHcpopMaUHOHHhiX cdcTeM rrepcoHaJihHhiX ,[(aHHhiX Yqpe:IK,[(eHH5I, a 

TaK :IKe cpe,[(CTB 3ail(HThi, IIpH crryqaHHOH HJIH HaMepeHHOH MO,[(HcpHKaU,HH. 

IIo,[(CHCTeMa pearrH3yeTC5I c rroMorrrhiO opraHH3aUHH pe3epBHoro KOIIHpoBaHH5I 

o6pa6aTbiBaeMbiX ,[(aHHbiX, a TaK :IKe pe3epBHpOBaHHeM KJIIOqeBhiX 3JieMeHTOB 

HHcpOpMaU,HOHHbiX CHCTeM rrepCOHaJibHbiX ,[(aHHbiX . 

5.3. IlO)lCHCTeMa aHTHBHpyCHOH 3aiiJ,HThl 
I 

ITo,[(CHCTeMa aHTHBHpycHoH: 3ar.ijHThi rrpe,[(Ha3HaqeHa ,[(JI5I o6ecrreqeHH5I 

aHTHBHpycHoH: 3ail(HThi o6beKTOB BhrqHcJIHTeJihHOH TeXHHKH Yqpe)K,[(eHH5I. 

Cpe,[(CTBa aHTHBHpycHoH: 3ail(HThi rrpe,[(Ha3HaqeHhi ,[(JI5I pearrH3aUHH crre,[(yiOIUHX 

cpyHKU,HH: 

pe3H,[(eHTHbiH aHTHBHpyCHbiH MOHHTOpHHr; 

aHTHBHpyCHOe CKaHHpOBaHHe; 

CKpHIIT- 6JIOKHpOBaHHe; 

U,eHTpaJIH30BaHHa5I/ y,[(arreHHa5I ycTaHOBK~,[(eHHCTaJIJI5IU,H5I aHTHBHpycHOfO 

IIpO,[(YKTa, HaCTpOHKa, a,[(MHHHCTpHpOBaHHe, IIpOCMOTp OTqeTOB H CTaTHCTHqecKOH 

HHcpOpMaU,HH ITO pa6oTe IIpO,[(yKTa; 

aBTOMaTH3HpOBaHHOe 06HOBJieHHe aHTHBHpyCHbiX 6a3; 

orpaHHqeHHe rrpaB IIOJib30BaTeJI5I Ha OCTaHOBKY HCIIOJIH5IeMblX 3a,[(aq H 

H3MeHeHH5I HaCTpOeK aHTHBHpyCHOfO rrporpaMMHOfO o6ecrreqeHH5I; 

aBTOMaTHqeCKHH 3arrycK Cpa3y IIOCJie 3arpy3KH orrepaU,HOHHOH CHCTeMbi. 

ITo,[(CHCTeMa pearrH3yeTC5I rryTeM BHe,[(peHH5I crreuHarrbHoro aHTHBHpycHoro 

rrporpaMMHOfO o6ecrreqeHH5I BO BCe 3JieMeHTbi HHcpopMaU,HOHHbiX CHCTeM rrepCOHaJibHbiX 

,[(aHHbiX. 

5.4. Ilo)lcncTeMa MemceTesoro 3KpaHnposaHHH 

ITo,[(CHCTeMa Me:IKceTeBoro 3KpaHHpoBaHH5I rrpe.[(Ha3HaqeHa ,[(JI5I pearrH3aUHH 

CJie,[(YIQIUHX cpyHKUHH : 

cpHJibTpauHH OTKphrToro 11 3anmcppoBaHHoro (3aKpbiToro) IP-TpacpHKa; 

cpHKCaU,HH BO BHyTpeHHHX :IKypHarrax HHcpOpMaU,HH 0 IIpOX0,[(5IIU,eM 

OTKphrToM H 3aKphiTOM IP-TpacpHKe; 

H,[(eHTHcpHKaUHH 11 ayTeHTHcpHKaUHH A.[(MHHHCTpaTopa HHcpopMaUHOHHOH 

6e30IIaCHOCTH HJIH A,[(MHHHCTpaTopa HHcpopMaU,HOHHOH CHCTeMbi rrepCOHaJibHbiX ,[(aHHbiX 

rrpH ero rroKarrhHhiX 3arrpocax Ha ,[(OCTyrr; 

pemcTpaUHH BXO,[(a (BoiXO.[(a) A.[(MHHHCTpaTopa HHcpopMaUHOHHoH: .. 
6e30IIaCHOCTH HJIH A.[(MHHHCTpaTOpa HHcpOpMaU,HOHHOH CHCTeMhi rrepCOHaJihHhiX ,[(aHHbiX 

B CHCTeMy (H3 CHCTeMbi) JIH60 3arpy3KH H HHHUHaJIH3aU,HH CHCTeMbi H ee rrporpaMMHOfO 

OCTaHOBa; 

!<OHTpOJI5I U,eJIOCTHOCTH CBOeH rrporpaMMHOH H HH<lJOpMaU,HOHHOH qaCTH; 

cpHJibTpaU,HH IIaKeTOB CJiy:IKe6HhiX IIpOTOKOJIOB, CJiy:IKail(HX ,[(JI5I 

,[(HarHOCTHKH H yrrpaBJieHH5I pa60TOH CeTeBhiX ycTpOHCTB; 

cpHJibTpaU,HH C y'leTOM BXO,[(HOfO H BbiXO,[(HOfO CeTeBOfO HHTepcpeH:ca KaK 

cpe,[(CTBO rrpOBepKH IIO,[(JIHHHOCTH CeTeBbiX a,[(pecoB; 

perHCTpaU,HH H y'leTa 3aiipaiiiHBaeMbiX cepBHCOB IIpHKJia,[(HOfO ypOBH5I ; 
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6JIOKIIpOBaHIUI LJ;OCTyrra Heii~eHTmjmUIIpOBaHHOfO 06beKTa IIJIII cy6neKTa, 

IIOLJ;JIIIHHOCTb KOTOpOrO IIpii ayTeHTII¢IIKaQIIII He IIOLJ;TBepLJ;IIJiaCb, MeTOLJ;aMII, 

ycToilqiiBhiMII K rrepexBaTy; i 

KOHTpOJI5I 3a CeTeBOH aKTIIBHOCTbiO rrpiiJIO:>KeHIIH II o6Hapy:>KeHII5I CeTeBbiX 

aTaK. 

IJOLJ;CIICTeMa peaJIII3yeTC5I BHeLJ;pe~IIeM rrporpaMMHO-arrrrapaTHbiX KOMIIJieKCOB 

Me:>KCeTeBOfO 3KpaHIIpOBaHII5I Ha rpaHIIUe CeTII. 

5.5. lloLJ;cHcTeMa aimJIH3a JammueuuocTH 

I 
ITOJJ:CIICTeMa aHaJIII3a 3aiiiiiiiieHHpcnr, JJ:OJI:>KHa o6ecrreqiiBaTh Bhl5IBJieHIIe 

Y5I3BIIMOCTeH, CB5I3aHHbiX C OIIIII6KaMII B ,KOHQmrypaUIIH rrporpaMMHOfO o6ecrreqeHII5I 

IIHtlJOpMaQIIOHHOH CIICTeMhi rrepCOHaJibHbiX LJ;aHHbiX, KOTOpbie MOfYT 6hiTb IICIIOJib30BaHbl 

HapyiiiiiTeJieM JJ:JI5I peaJIII3aUIIII aTaKII Ha CIICTeMy. 

<DyHKUIIOHaJI IIO.[(CIICTeMhl MO:>KeT 6b!Tb peaJIII30BaH rrporpaMMHbiMII II 

IIpO rpaMMHO-arrrrapaTHbiMII cpeLJ;CTBaMII. 

5.6. llOLJ;CifCTeMa o6uapy)KeHHH BTOp)KeHHH 

IToJJ:CIICTeMa o6Hapy:>KeHII5I BTOp:>KeHIIH, JJ:OJI:>KHa o6ecrreqiiBaTb Bhl5IBJieHIIe 

CeTeBbiX aTaK Ha 3JieMeHTbl IIHtPOpMaQIIOHHOH CIICTeMhi rrepCOHaJibHblX .[(aHHbiX, 

IIO.[(KJIIOqeHHhie K CeT5IM o6mero IIOJib30BaHII5I II (IIJIII) Me:>KLJ;yHapOJJ:HOfO o6MeHa. 

<DyHKUIIOHaJI IIO.[(CIICTeMhl MO:>KeT 6biTb peaJIII30BaH rrporpaMMHbiMII II 

rrporpaMMHO-arrrrapaTHbiMII cpeLJ;CTBaMII. 

5.7. llOLJ;CifCTeMa KpHDTOrpa(J)IfqecKOH 3aiUHTbl 

IToJJ:CIICTeMa KpiirrTorpatlJIIqecKoll: , 3aiiiiiThi rrpeJJ:Ha3HaqeHa JJ:JI5I IICKJIIOqeHII5I 

HecaHKUIIOHIIpOBaHHOfO .[(OCTyrra K 3aiiiiiiiiaeMOH IIHtPOpMaQIIII B IIHtPOpMaQIIOHHblX 

CIICTeMaX rrepCOHaJibHbiX .[(aHHbiX Y qpe)KLJ;eHII5I, IIpii ee rrepeLJ;aqe ITO KaHaJiaM CB5I3II 

ceTell: o6mero IIOJib30BaHII5I II (IIJIII) Me:>KLJ;y~apOJJ:HOro o6MeHa. 

IToLJ;ciicTeMa peaJIII3yeTC5I BHeJJ:peHIIeM KpiirrTorpatlJIIqecKIIX rrporpaMMHO-

arrrrapaTHhiX KOMIIJieKCOB. 

VI. I1oJib30BaTeJIH Hn<J>opMaUHOHHhiX CHCTeM nepcouaJihHhiX LJ;aHHhiX 

B KoHuerruiiii 6e3orracHOCTII rrepcoHaJihHhiX LJ;aHHhiX orrpeJJ:eJieHbi OCHOBHhre 

KaTeropiiii rroJih30BaTeJiell:. Ha ocHoBaHIIII ' 3TIIx KaTeropiiH: JJ:OJI:>KHa 6hiTh rrpoH3BeLJ;eHa 

TIIIIII3aQII5I IIOJib30BaTeJieH IIHtPOpMaQIIOHHbiX CIICTeM rrepCOHaJibHbiX .[(aHHbiX, OIIpeLJ;eJieH 

IIX ypoBeHb .[(OCTyrra II B03MO)KHOCTII. 

B IIHtlJopMaUIIOHHhiX ciicTeMax rrepcoHaJihHhiX LJ;aHHhiX Yqpe:>KLJ;eHII5I MO:>KHO 

BbiLJ;eJIIITb CJieLJ;yiOIIIIIe rpyiiiibl IIOJib30BaTeJieH, yqacTByiOIUIIX B o6pa60TKe 

rrepCOHaJibHbiX .[(aHHbiX: •·
1 

ALJ;MIIHIICTpaTop IIHtlJopMaUIIOHHoll: ciic:reMbi rrepcoHaJihHhiX LJ;aHHhiX; 

OrrepaTop IIHtlJopMaUIIOHHoll: CIICTeMbi rrepc.OHaJihHhrx LJ;aHHhiX. 

,[(aHHhie 0 rpyrrrrax IIOJib30BaTeJieH, ypo_BHe IIX .[(OCTyrra II IIHtPOPMIIpOBaHHOCTII 

JJ:OJI:>KHhi 6Mrn oTpa:>KeHbi B IToJIO)KeHIIII o pa3rpaHIIqeHIIII rrpaB JJ:OCTyrra K 

o6pa6aTbiBaeMbiM rrepCOHaJibHbiM .[(aHHbiM. 

6.1. ALJ;MifHHCTpaTOp HHlJ>OpMaUHOHHOH CHCTeMbl nepcoHaJihHbiX ,[laHHbiX 

I 

AJJ:MIIHIICTpaTop IIHtlJopMaUIIOHHoll: c.H,neMhi rrepcoHaJihHhiX LJ;aHHhiX, pa6oTHIIK 

Yqpe:>KLJ;eHII5I, oTBeTCTBeHHhiH 3a HadTpoll:Ky, BHeLJ;peHIIe II corrpOBO)K.[(eHIIe 

IIHtPOpMaUIIOHHOH CIICTeMbi rrepCOHaJibHbiXi .[(aHHbiX. 06ecrreqiiBaeT tPYHKUIIOHIIpOBaHIIe 
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rl-. I ~ 
ITO)lCIICTeMbi yrrpaBJieHII5I )lOCTYITOM IIH'±'OpMaUIIOHHOII CIICTeMbi rrepCOHaJihHhiX )laHHhiX 

II yrrOJIHOMOqeH ocyrueCTBJI5ITh rrpe)lOCTaBJieHIIe II pa3rpaHIIqeHIIe )lOCTyrra KOHeqHOrO 

ITOJib30BaTeJI5I (OrrepaTopa IIHcpOpMaUIIOHHOH CIICTeMbi rrepCOHaJihHhiX ,UaHHhiX) K 

3JieMeHTaM, xpaH5IlUIIM rrepCOHaJihHbie )laHHhie. 

A,UMIIHIICTpaTop IiHcpopMaUIIOHHOH i ciicTeMhi rrepcoHaJihHhiX ,UaHHhiX o6na)laeT 

CJie)lyiOIUIIM ypOBHeM )lOCTyrra II 3HaHIIH: I 

06Jia,UaeT ITOJIHOH IIHcpOpMaUIIeH 0 CIICTeMHOM II rrpiiKJia)lHOM 

rrporpaMMHOM o6ecrreqeHIIII IIHcpOpMaUIIOHI,IOH CIICTeMbi rrepCOHaJihHbiX )laHHhiX; 

06Jia,UaeT ITOJIHOH IIHcpOpMaUIIeH 0 TeXHIIqeCKIIX cpe,UCTBaX II 

KOHcpiirypaUIIII IIHcpOpMaUIIOHHOH CIICTeMhi ~rrepCOHaJihHbiX )laHHhiX; 

- IIMeeT )lOCTYIT KO BCeM TeXHIIfreCKllM cpe,UCTBaM o6pa60TKII IIHcpOpMaUIIII II 

)laHHhiM B IIHcpOpMaUIIOHHOH CIICTeMe rrepcdHaJihHhiX ,UaHHhiX; 
I 

06Jia)laeT B03MO)I{HOCT5IMII BHeCeHII5I II3MeHeHIIH B rrporpaMMHOe 

o6ecrreqeHIIe IIHcpOpMaUIIOHHOH CIICTeMhi rrepCOHaJihHhiX )laHHbiX Ha CTa)liiii ee 

pa3pa6oTKII, BHe,UpeHII5I II corrpOBO)I{)leHII5I; 1 

06Jia,UaeT rrpaBaMII KOHcpiirypiipOBaHII5I II a,UMIIHIICTpaTIIBHOH HaCTpOHKII 

TeXHIIqeCKIIX cpe)lCTB IIHcpOpMaUIIOHHOH CIICTeMbi rrepCOHaJibHhiX )laHHhiX. 

6.2. OnepaTop nHlJlopMaunoHHbn cucTeMbi nepcoHaJibHhiX t~:aHHhiX 

OrrepaTop IIHcpopMaUIIOHHo:H CIICTeMhi rrepcoHaJihHhiX 

Yqpe)I{,UeHII5I, ocyruecTBJI5IIOIUIIH o6pa6oTKY rrepcoHaJihHhiX 

)laHHhiX, 

)laHHhiX. 

pa60THIIK . 

06pa6oTKa 

rrepCOHaJibHhiX )laHHhiX BKJIIOqaeT: B03MO)I{HOCTb rrpOCMOTpa rrepCOHaJibHhiX )laHHhiX, 

pyqHOH BBO)l rrepCOHaJihHhiX )laHHhiX B .IIHcpOpMaUIIOHHYIO CIICTeMy rrepCOHaJibHhiX 

)laHHhiX, cpopMIIpOBaHIIe crrpaBOK II OTqeTOB ITO IIHcpOpMaUIIII, IIOJiyqeHHOH II3 

IIHcpOpMaUIIOHHOH CIICTeMbi rrepCOHaJihHbiX p,aHHhiX. 

OrrepaTop IIHcpopMaUIIOHHo:H CIICTeM:DI rrepcoHaJihHhiX ,UaHHhiX o6Jia)laeT 

CJie)lyiOIUIIM ypoBHeM )lOCTyrra II 3HaHIIH: , 

06Jia,UaeT BCeMII He06XO)liiMbiMII aTpii6yTaMII (HarrpiiMep, rrapOJI~M) , 

o6ecrreqiiBaiOIUIIMII )lOCTYIT K HeKOTOpOMY ITO)lMHO)I{eCTBY rrepCOHaJihHhiX )laHHhiX; 

paCITOJiaraeT KOHcpii,UeHUIIaJihHbiMII )lai-IHbiMII, K KOTOpbiM IIMeeT )lOCTyrr. 

VII. At~:MHHHCTpaTop nHlJlopMaUHOHHOH 6eJonacHOCTH 

A,UMIIHIICTpaTop IIHcpopMaUIIOHHo:H 6e3orracHOCTII, pa6oTHIIK Y qpe)l{)leHII5I, 

HaJHaqaeMhiH rrpiiKaJOM ,UIIpeKTopa Yqpe)K.i(eHII5I, OTBeTCTBeHHhiH 3a cpyHKUIIOHIIposaHIIe 

CIICTeMbi 3aiUIIThi rrepCOHaJihHhiX )laHHhh_, BKJIIOqa5I o6cJiy)I{IIBaHIIe II HaCTpOHKY 

a)lMIIHIICTpaTIIBHOH, cepsepHOH II KJIIIeHTCKOH KOMIIOHeHT. 

A,UMIIHIICTpaTop IIHcpopMaUIIOHHo:H 6e3orracHOCTII o6na,UaeT cne,UyiOIUIIM ypoBHeM 

)lOCTyrra II 3HaHIIH: 

o6Jia,UaeT ITOJIHOH IIHcpOpMaUIIeH 06 IIHcpOpMaUIIOHHhiX CIICTeMaX 

rrepCOHaJibHhiX )laHHhiX; 
I 

IIMeeT )lOCTYIT K cpe,llCTBaM 3aiUIITbi IIHcpOpMaUIIII II IIpOTOKOJIIIpOBaHII5I II K 

qaCTII KJIIO~eBbiX 3JieMeHTOB IIHcpOpMaUIIOHHOH CIICTeMbi hepCOHaJibHbiX )laHHhiX; 

' He IIMeeT rrpaB )lOCTyrra K KOHcpiirypiipOBaHIIIO TeXHIIqecKIIX cpe,UCTB CeTII 

3a IICKJIIOqeHIIeM KOHTpOJibHhiX (IIHCITeKUIIOHHbiX). 

A,UMIIHIICTpaTop IIHcpopMaUIIOHHOH 6e3orracHOCTII yrroJIHOMoqeH: 

peaJIII30BhiBaTh ITOJIIITIIKII 6e30ITaCHOCTII B qaCTII HaCTpOHKII cpe,UCTB 

3aiUIITbi IIHcpOpMaUIIII, Me)I{CeTeBhiX 3KpaHOB II CIICTeM o6Hapy)l{eHII5I BTOp)l{eHHH, B 

COOTBeTCTBIIII C KOTOpbiMII ITOJib30BaTeJih '" (OrrepaTOp IIHcpOpMaUIIOHHOH CIICTeMbi 

rrepCOHaJihHbiX )laHifbiX) ITOJiyqaeT B03MO)KHOCTb pa6oTaTb C 3JieMeHTaMII 

IIHcpOpMaUIIOHHOH CIICTeMbi rrepCOHaJihHbiX p,aHHhiX; 
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ocyw:eCTBlliiTh ay.[(HT cpe.[(CTB 3aW:HThi HHQJOpMaU:HH; 

OCyW:eCTBJUITh KOHTpOJih 3a )leHCTBH51Ml1 ITOJih30BaTeJieH HHQJOpMaU:HOHHOH 

CHCTeMhi rrepCOHa:JihHhiX )laHHhiX IIpH HX pa6oTe C rrepCOHa:JihHhiMH )laHHhiMH; 

ycTaHaBJIHBaTh )lOBepHTeJihHhie OTHOIIIeHH51 CBOeH 3aW:HW:eHHOH CeTH C 

CeT51MH .upymx opraHH3aU:HH H yqpe)K)leHHH. 

,.Uorr)KHOCTHhie o6513aHHOCTH A.UMHHHCTpaTopa HHcpopMaU:HOHHotl: 6e3orracHOCTH 

orrHcaHhi B YIHCTPYKU:HH A.UMHHHCTpaTopa HHcpopMao;HOHHOH 6e3oiTaCHOCTH. 

VIII. Tpe6osanuH K pa6oTHUKaM no o6~cneqenuro JamuTbi nepconaJibHbiX 
)J;aHHbiX 

Bee pa6oTHHKH Yqpe)K)leHH51, 51BJI51IOW:Hec51 ITOJih30BaTeJI51MH HHcpopMaU:HOHHhiX 

CHCTeM ITepCOHa:JihHhiX )laHHhiX, )lOJI)l(\fhi qeTKO 3HaTb H CTpOrO BhiiiOJIH51Th 

yCTaHOBJieHHhie ITpaBHJia H 06513aHHOCTH i ITO .[(OCTYITY K 3aW:HW:aeMhiM o6beKTaM H 

C06JIIO)leHHIO yCTaHOBJieHHOfO pe)KHMa 6e3diTaCHOCTH ITepCOHa:JihHhiX )laHHhiX. 

f1pH BCTYITJieHHH B )lOJI)KHOCTh HOBOfO pa60THHKa HeiTOCpe)lCTBeHHhiH 

pyKoBO.llHTerrh o6513aH opraHH30BaTh ero 03HaKoMrreHHe c .UOJI)KHOCTHOH HHCTPYKU:Hetl: H 

He06XO)lHMhiMH )lOKyMeHTaMH, perrraMeHTHpyiOW:HMH Tpe6oBaHH51 ITO 3all{HTe 

ITepcoHarrhHhiX .uaHHhiX, a TaK)Ke o6yqeHHe HaBhiKaM BhmorrHeHH51 ITpoue.uyp, 

He06XO)lHMhiX .[(Jl51 CaHKUHOHHpOBaHHOfO HCITOJlh30BaHH51 HHQJOpMaD;HOHHhiX CHCTeM 

ITepcoHarrhHhiX .uaHHhiX. 

Pa6oTHHK .uomKeH 6hiTh 03HaKoMrreH c HacTo51w:etl: ITorrHTHKOH, yCTaHosrreHHhiMH 

ITpoue.uypaMH pa60Thi C 3JieMeHTaMH HHQJOpMaD;HOHHOH CHCTeMhi ITepCOHa:JihHhiX )laHHhiX 

H CHCTeMOH 3aW:HThi ITepCOHa:JihHhiX )laHHhiX. 

Pa6oTHHKH Yqpe)K)leHH51, HCITOJih3YfOW:He TeXHHqecKHe cpe.UCTBa 

ayTeHTHQJHKaU:HH, )lOJI)KHhi o6eCITeqJ1BaTb COXpaHHOCTh ITepCOHa:JihHhiX H)leHTHQJHKaTOpOB 

(3JieKTpOHHhiX KJIIOqefi) H He )lOIIYCKaTb HeCaHKUHOHHpOBaHHhiH )lOCTyiT K HHM, a TaK )Ke 

B03MO)KHOCTh HX yTepH HJIH HCIIOJih30BaHH51 TpeThHMH JIHUaMH. ITorrh30BaTeJIH HecyT 

rrepCOHa:JihHYIO OTBeTCTBeHHOCTh 3a COXpaHHOCTh H)leHTHQJHKaTOpOB. 

Pa6oTHHKH Yqpe)K)leHH51 .uomKHhi crre.uosaTh yCTaHosrreHHhiM ITpoue.uypaM 

ITO)l)lep)KaHH51 pe)KHMa 6e30ITaCHOCTH ITepCOHa:JihHhiX )laHHhiX ITpH Bhi6ope l1 

HCITOJlh30BaHHH ITaporretl: ( eCJIH He HCITOJih3YIOTC51 TeXHHqeCKHe cpe)lCTBa H)leHTHQJHKaUHH 

H ayTeHTHQJHKaUHH). 

Pa6oTHHKH Yqpe)K)leHH51 )lOJI)KHhi · o6eciTeqHBaTh Ha.urre)KamyiO 3aW:HTY 

o6opy.uosaHH51, ocTaBJI51eMoro 6e3 ITpHCMOTpa, oco6eHHO B Tex crryqMx, Kor.ua B 

ITOMeW:eHHe HMeiOT .[(OCTYIT ITOCTOpOHHHe JIHUa. Bee ITOJih30BaTeJIH HHQJOpMaUHOHHOH 

CHCTeMhi ITepCOHa:JihHhiX )laHHhiX )lOJI)KHhi 3Ha:Th Tpe6oBaHH51 ITO 6e30ITaCHOCTH 

rrepCOHa:JihHhiX )laHHhiX l1 ITpoue.uyphi 3all{HThi o6opy.UOBaHH51, OCTaBJieHHOfO 6e3 

ITpHCMOTpa, a TaK)Ke CBOH 06513aHHOCTH ITO o6eciTeqeHHIO TaKOH 3aW:HThi. 

Pa6oTHHKaM 3aiTpew:aeTC51 ycTaHaBJIHBaTh ITOCTopoHHee ITporpaMMHoe 

o6ecrreqeHHe, ITO)lKJIIOqaTh JIJ1qHbie M06HJI)i>Hhie yCTpOHCTBa H HOCHTeJIH HHQJOpMaU:HH, a 

TaK )Ke 3aiTHChiBaTh Ha HHX 3all{Hll{aeMyiO HHQJOpMaUHIO. 

Pa60THHKaM 3aiTpemaeTC51 pa3rrraiiiaTh 3aW::HmaeMyiO HHQJOpMaUHIO, KOTOpa51 

CTa:Jia liM H~BeCTHa B CHJiy BhiiiOJIHeHH51 HMH CBOHX )lOJI)KHOCTHhiX 06513aHHOCTeH. 

f1pH pa6oTe C rrepCOHa:JihHhiMH )laHHhiMH B HHQJOpMaUHOHHOH CHCTeMe 

ITepcoHarrhHhiX .uaHHhiX pa6oTHHKH Yqpe)K)leHH51 o6513aHhi HCKJIIOqHTh B03MO)KHOCTh 

ITpOCMOTpa ITepCOHa:JihHhiX )laHHhiX TpeThHMH JIHUaMH C MOHHTOpOB 06beKTOB 

BhJqJ1CJIHTeJihHOH TeXHHKH. 

]lpH 3aBepiiieHHH pa60Thi C HHQJOpMaUHOHHOH CHCTeMOH ITepCOHa:JihHhiX )laHHhiX 

pa60THHKH 06513aHhi 3all{HTI1Th 06beKThi BhJqHCJIHTeJihHOH TeXHHKH C ITOMOW:hiO 

6JIOKHpOBKH KJIIOqOM HJIH 3KBHBa:JieHTHOfO cpe)lCTBa KOHTpOJI51, HaiTpHMep, .[(OCTYITOM ITO 

ITapOJIIO, eCJIH He HCITOJih3YIOTC51 6orree CHJihHhie cpe)lCTBa 3aW:HThi. 
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Pa6oTHIIKII Y"<Ipe)K.n:eHII5I .n:omKHhi 6hiTh rrpoiiHcpopMIIposaHhi o6 yrp03ax 

HapyiiieHII5I pe)KJIMa 6e30IIaCHOCTII rrepCOIHUihHhiX .[l;aHHhiX II OTBeTCTBeHHOCTII 3a ero 

HapyiiieHIIe. 0HII .D:OJI)KHhi 6hiTh 03H<lKOMJieHhi c yTsep)K.IJ:eHHOH cpopMarrhHOH 

rrpoue.n:ypoli HaJIO)KeHII5I .[I;IICUIIIIJIIIHapHhiX B3hiCKaHIIH Ha pa60THIIKOB, HapyiiiaiOIIIIIX 
I 

IIpiiH5IThie IIOJUITIIKY II rrpoue.n:yphl 6e30IIaCHOCTII rrepCOHaJihHhiX .[l;aHHhiX . 

Pa6oTHIIKII o65I3aHhi 6e3 rrpoMe.n:rreHII5I coo6maTh o6o scex Ha6rriO.n:aeMhiX IIJIII 

II0.[1;03piiTeJihHhiX CITY"<Ja5IX pa60Thi IIHcpOpMaUIIOHHOH CIICTeMhi rrepCOHaJihHhiX .[l;aHHhiX, a 

TaK)Ke 0 Bhi5IBJieHHhiX IIMII C06hiTII5IX, 3aTpariiBaiOIIIIIX 6e30IIaCHOCTh rrepCOHaJihHhiX 

.n:aHHhrx, pyKoBO.IJ:CTBY II JIIIUY, oTseqaiOme¥y 3~ HeMe.n:rreHHoe peamposaHIIe Ha yrpo3hi 

6e30IIaCHOCTII rrepCOHaJihHhiX .[l;aHHhiX. 

IX. ,ll;omKHOCTHhle o6H3aHHOCTH noJih3oBaTeJieii HHlJ>opMau:uoHHoii cucTeMhi 

nepcoHaJihr'hiX )].aHHhiX 
I 

,lJ;OJI)KHOCTHhie 065I3aHHOCTII IIOJrh30BaTeJieH IIHcpOpMaUIIOHHOH CIICTeMhi 

rrepCOHaJihHhiX .[l;aHHhiX OIIIICaHhi B CJie.[l;yiOIIIIIX .[I;OKyMeHTax: 

I1HCTpyKUII5I A.D:MIIHIICTpaTopa IIHcpOpMaUIIOHHOH CIICTeMhi rrepCOHaJihHhiX 

.[l;aHHhiX; 

I1HcTpyKUII5I OrrepaTopa Yi:HcpopMaUIIOHHoli ciicTeMhi rrepcoHarrhHhiX 

.[l;aHHhiX. 

X. 0TBeTCTBeHHOCTh noJih30BaTeJieii HHlJ>opMaU:HOHHOii cHcTeMbl 

nepcoHaJihHhiX )],aHHhiX 

B COOTBeTCTBIIII CO CTaTh5IMII 24 <!>e.n:eparrhHOfO 3aKOHa OT 27 IIIOJI5I 2006 r. 
NQ 152-<1>3 «0 rrepCOHaJihHhiX .[l;aHHhiX» JIIIUa, BIIHOBHhie B HapyiiieHIIII Tpe6oBaHIIH 

<l>e.n:eparrhHOfO 3aKOHa, HeCyT rpa)K.[I;aHCKyiO, yrOJIOBHyiO, a.[I;MIIHIICTpaTIIBHYIO, 

.D:IICUIIIIJIIIHapHyiO II IIHYIO rrpe.n:ycMoTpeHHYIO 3aKOHO.IJ:aTeJihCTBOM PocciiHCKOH 

<l>e.n:epaUIIII OTBeTCTBeHHOCTh . 

,[(elicTBYIOIIIee 3aKOHO.D:aTeJihCTBo PocciilicKoli <De.n:epaUIIII rro3BOJI5IeT 

rrpe.IJ:b5IBJI5ITh Tpe6osaHII5I no o6ecrre"<IeHIIIO 6e3orracHoli pa6oThi c 3aiiiiiiiiaeMoli 

IIHcpOpMaUIIeH II rrpe.n:ycMaTpiiBaeT OTBeTCTBeHHOCTh 3a HapyiiieHIIe ycTaHOBJieHHhiX 

rrpaBI1JI 3KCIIJiyaTaUIII-I 3BM II CIICTeM, HerrpaBOMepHhiH .[I;OCTYII K IiHcpOpMaUIIII, eCJIII 3TH 

.[l;eHCTBII5I IIpiiBeJIII K YHII"<ITO)KeHIIIO, 6JIOKMpOBaHIIIO, MO.D:HcpiiKaUIIII IIHcpOpMaUIIII IIJIII 

HapyiiieHIIIO pa6oThi 3BM IIJIII ceTeli (cTaThii 272,273 II 274 YK P<D). 

f10Jih30BaTeJIII IIHcpOpMaUIIOHHOH CIICTeMhi rrepCOHaJihHhiX .[l;aHHhiX HecyT 

OTBeTCTBeHHOCTh 3a BCe .[l;eHCTBII5I, COBepiiieHHhie OT IIMeHII IIX y"<IeTHhiX 3aiiiiCeH IIJIII 

CIICTeMHhiX y"<IeTHhiX 3aiiiiCeH, eCJIII He .[I;OKa3aH cpaKT HeCaHKUIIOHIIpOBaHHOfO 

IICIIOJih30BaHII5I Y"<JeTHhiX 3aiiiiCeH. 

Ilpii HapyiiieHII5IX pa6oTHIIKaMII Yqpe)K.IJ:eHII5I ITorrh30BaTeJI5IMII 

IIHcpOpMaUIIOHHOH CIICTeMhi rrepCOHaJihHhiX .[l;aHHhiX rrpaBIIJI, CB5I3aHHhiX C 

6e30IIaCHOCThiO rrepCOHaJihHhiX .[l;aHHhiX, Or-i:II HecyT OTBeTCTBeHHOCTh, ycTaHOBJieHHYIO 

.n:elicTByiOIIIIIM 3aKOHO.IJ:aTeJihCTBOM PocciilicKoli <De.n:epaUIIII. 

ITpiise.n:eHHhre Bhiiiie Tpe6oBaHII5I HOpMaTIIBHhiX .n:oKyMeHTOB rro 3ailiiiTe 

IIHcpOpMaUIIII .[I;OJDKHhi 6hiTh OTpa)KeHhi B JIOKaJihHhiX HOpMaTIIBHhiX II rrpaBOBhiX aKTaX 

Y:qpe)K.IJ:eHII5I. ' 
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XI. CnucoK ucnoJJLJOBaHHhiX HCToqunKOB 

1. KoHCTI1TYUIUI Pocc11ikKoH: <De.llepau1111; 
2. KoHCTI1TYU115I PeciTy6ni1KI1 Map11H: 3n; 
3. Tpy.lloBoH: KO.lleKc Pocc11H:cKoH: <De.llepaumr; 
4. CeMeHHbiH KO.lleKc Pocc11H:cKoH: <De.llepau1111; 
5. <De,llepanbHbiH 3aKOH OT 27 ~IOJ15I 2006 r. N2 152-<D3 «0 ITepcoHanbHbiX 

I 

,llaHHbiX»; 
6. IlocraHoBneHI1e IlpaBI1Teni>cha · Pocci1HCKOH <De,llepaU1111 or 15 ceHT5I6p5I 

2008 r. N2 687 «06 yTBep)K,lleH1111 Ilono)KeHI15I o6 oco6eHHOCT5IX o6pa6oTKI1 
ITepCOHaJ1bHbiX ,llaHHbiX, ocymeCTBJ15IeMOH 6e3 11Ci:rOJ1b30BaHI15I cpe,llCTB aBTOMaTI13aU1111»; 

7. IlocraHoBneH11e IlpaBI1TenbCTBa Pocc11H:cKoH: <De,llepau1111 or 1 H05I6p5I 
2012 r. N2 1 1 19 «06 yTBep)K,lleHI111 rpe6oBaHI1H K 3aiiJI1Te ITepcoHanhHbiX ,llaHHbiX ITPI1 11x 
o6pa60TKe B 11HcpOpMaU110HHbiX CI1CTeMaX ITepCOHaJ1bHbiX ,llaHHbiX»; 

8. Ilp11Ka3 <De,llepanbHOH CJ1y)K6bi ITO TeXHI1qecKOMY 11 3KCITOpTHOMY 
KOHTponiO OT 18 cpeBpan5I 2013 r. N2 21 ' «06 yTBep)K,lleHI111 CocraBa 11 co,llep)KaHI15I 
opraHI13aU110HHbiX 11 TeXH11qeCKI1X Mep ITO o6eciTeqeHI1IO 6e30ITaCHOCTI1 ITepCOHaJ1bHbiX 
,llaHHbiX ITp11 11X o6pa60TKe B 11HcpOpMaU110HHbiX CHCTeMaX ITepCOHaJ1bHbiX ,llaHHbiX»; 

9. oa3oBa5I MO,llenb yrpo3 6e3oiTaCHOCTI1 ITepcoHanhHbiX ,llaHHhiX ITPI1 11x 
o6pa60TKe B 11HcpOpMaU110HHbiX CI1CTeMaX ITepCOHaJ1bHbiX ,llaHHbiX, YTBep)K,lleHHa5I 
3aMecTI1TeneM .ll11peKropa <DCT3K Pocc1111 15 cpeBpan5I 2008 r.; 

10. MeTO.ll11Ka OITpe,lleneHI15I aKryanhHbiX yrpo3 6e3oiTaCHOCTI1 ITepcoHanhHbiX 
,llaHHbiX ITp11 11X o6pa60TKe B 11HcpOpMaU110HHbiX CI1CTeMaX ITepCOHaJ1bHbiX ,llaHHbiX, 
yrBep)K,lleHHa5I 3aMeCTI1TeneM .ll11peKTopa <DCT3K Pocc1111 14 cpeBpan5I 2008 r. 

,. 
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